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R1)To develop standardization and shared practises for interoperability

R2) To develop solutions for reliability, safety and security

R3) To ensure the required technical ecosystem 

R4) To follow approach complying with the end-user
� rules for protection of privacy
� segmentation of end-user and uses
� compliance with rights  to choose his  of way of life
� need complement by economist and sociologist

R5 ) To build a new regulation 

Rf) To develop an ICT platform able to assembly this
The DSSP : The Demand Side Service orien ted Platform

Recommendation for WP4Recommendation for WP4
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Actions :
A1) Create and Mandate a Working Group for the DSSP
A2) Support research and development initiatives 
A3) Support Demonstrators for experimentation at real and significant scale
A4) Building social consensus
A5) Complementary evolution of regulation?

Recommendation for WP4Recommendation for WP4
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R1) R1) To develop standardization and practises for intero perabilityTo develop standardization and practises for intero perability

To enable interoperability between
-Devices on the end-user side

- Smart appliances / smart system : Home management System, smart electrical pannel, etc…
- Smart generators /   smart battery management system (Electrical Vehicle)

-Tools on the system side
- SCADA, DMS on the DSO side
- Commercial management tools on the intermidiaries entities side

�Gateway is required (partially or completely via the smart meter) : ICT standards an practises has to ensure
That any end-users devices and any  tools of systems could interact vie this gateway

- Interoperability consist in
- recognization of devices on system
- physical capability to exchange signals
- capability to ensure coherent communication
- capability to exchange information: data, signals� required a level of mutual understanding
- capabiliy to exchange service, transsaction � required another level of mutual understanding

- Issues are
- Operationnal interoperability : Any devices could participate to the system with enough level of reliability.

- develop robustness, simplicity and plug and play systems.
- Compromise between constraint and openess

- Degree of constraint to ensure reliability of interoperability and compliance with system constraints
- Degree of flexibility to be open to actual and futur system participant and end-user devices suppliers

- Consensus between all the stakeholders (leader ICT providers, standardisation bodies)
- End-users representative
- Electricity network and market participant: DSO, intermidiaties entities and energy suppliers
- Technology providers for the systems
- Technology and device providers for the end-user : domestic appliance, EV, distributed generation
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R1) R1) To develop standardization and practises for intero perabilityTo develop standardization and practises for intero perability

- Actions are
- Specific initiative about coordination of standardi zation action
- Support Demonstrators for experimentation at real a nd significant scale (for experimentation 
and validation )

- Mandate of a working group about DSSP
- Building of such standards tools through initiative  about DSSP

The objectif is to deliver
- technical reference architecture
- set of consistent standards
- sustanaible standardization processes and collabora tivet tools

-Such initiative could be relayed by  the standardi zation mandate to the European 
Standardisation Organisations 5ESOs) to support Eur opean Smart Grid deployment: CEN, 
CENELEC and ETSI are madated (involved both Electrot echnical and Telecommunication 
standards)
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R2) R2) To develop solutions for reliability, safety and se curityTo develop solutions for reliability, safety and se curity

To provide
-reliability, security and safety of information exchange between end-user and system
-reliability, security and safety of service supplying from the DSI

To consist in 
-Develop cybersecurity and reliability technological solution for ICT security, especially on the end-user side
� Specific protocol, virtual network, dedicated channel + redundancy in strategic area, etc…
� Innovative approach (see CRISP project)
-Develop innovative security strategies
�To secure ICT infrastructure
� To secure electrical system and market management (including use of service from DSI)

Issues are 
To create security, safety and reliability solution in a system
-Combining end-user side and systems side (network+market)
- with multiple staheholders and disseminated responsabilities
-To ensure security of the whole system security
� No ICT flaw should threat the DMS, the operating an network, to preserve energy balancing,

frequency and voltage regulation, to minimize risk of black-out 
� No ICT flaw should threat the availaibility, the quality of system service provide by the DSI and use for the

balance of the system
- To ensure security, safety of the end-user environment
� No  ICT flaw should threat the access of end-user to its energy and to its
� No ICT flaw fail should threat the privacy of the end-user

-To ensure the security of the energy market
� Condifentiality of the commercial information, including for the end-user
� Confidentiality of the information on the regulatored side.
� Safety and security of the commercial exchange

-To ensure security of all participants (leaders : DSO, regulators)
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R2) R2) To develop solutions for reliability, safety and se curityTo develop solutions for reliability, safety and se curity

Actions are
- Specific R&D initiative about security , safety and  security of distiribution network intregrating
- Coordination of initiative about security, reliabil ity of the electrical systems and networks

- Support Demonstrators for experimentation at real and significant scale (validation only)
- Anticipate eventual future need of regulation 

- Mandate of a working group about DSSP for these pro blematic 
- Building of such security, safety, reliability solu tions  toos through initiative about DSSP
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R3) R3) To develop a technological ecosystemTo develop a technological ecosystem

To provide technological ecosystem including all re quired device for ICT use for DSI

To consist in 
� smart meters : minimal functionalities deployment

minimal roll out deadlines, including at local level.
� smart devices, captors, smart local energy management system

Issues are 
�To enable exploiting of DER by smart metering and additionnal information exchange
�To enable management of DER  by driving the devices

Actions are
- Coordination of initiative about smart metering and  smart appliance
- Coordination of ICT for DSI  and smart meters/devic es rool out
- Anticipate eventual future need of regulation (about smart metering especially)

- Mandate of a working group about DSSP for these pro blematic
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R4R4)) To follow approach complying with societal requirem entsTo follow approach complying with societal requirem ents

To ensure ICT solution for DSI
- Which comply with the needs of the end-user ( in all point of view)
- which comply with the rights of the end-users 
- which provide adhesion of the end-users (and the success of the DSI)

To consist in 
� segmentation of users and use : specific category of end-users should be targeted to take account of economical, 

technical and sociological factors. Well focused pilot categories are essential to create sucessful dynamic.
� privacy protection: specific rules are required about properties, acces, storage, use and control of data and data 

sustems: for example
� minimization of categories, accuracy and quantity of acquired data (restrictied to which is essential for the system)
� priority to aggregating data rather than individual data
� effective access of the endi-user to individual data

� Investigation of  societal issues (sociological issue, human engineering issues) by independent experts.

Issues are
�The adaquation with the laws of the end-user rights, as individual and as consumer (both at European and national 
level)
�The acceptance of the DSI through the ICT and so the success of the DSI

Actions are
- Specific  R&D initiative about societal and economi cal issues
- Support Demonstrators for experimentation at real a nd significant scale (for experimentation and 

validation )
- Evolution  of regulation (about privacy for example)

- Mandate of a working group about DSSP
- Building of such approach  through initiative about  DSSP
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R5R5)) To develop a DSSP: ICT Demand Side Service oriented  Platform To develop a DSSP: ICT Demand Side Service oriented  Platform 

To develop a DSSP
� To develop  concept (virtual)  ICT infrastructure allowing to interface the Distribution Electric 

System and the electricity market with  active end-user, in order to deploy the potential of 
DSI in a Service Oriented Approach: The potential of DSI is deployed acting on: flexibility of 
loads; availability of Distributed Generation; Storage.

The DSSP is essential to provide the practises, rules that have to be shared by the multiple 
participant to the DSI, both from the technical and business point of vie

To consist in 
Upper layer:
- Bi-directional Communication Infrastructure; 
- Service Infrastructure

Lower Layer:  Distribution side / Commercial side / Demand side 
ICT shared practises: architecture, communication protocols, data management systems, etc…

Issues are
To provide transverse solutions for DSI through ICT  for the whole electrical system 
- Including all issues: interoperability, security-safety-reliability, technological ecosystem, 

societal and economical
- Including all the stakeholders and participants
- Including technical, operationnel and businness issue

Actions are

- Mandate of a working group about DSSP
- Support complete pannel of specific  iniative (R&D in itiatives, coordination intiative
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Blackhaul

Advanced Metering
Infrastructure

Local Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METER
MARKET

Demand Side Service oriented PlatformDemand Side Service oriented Platform
�������� Several layers  building up the ICT infrastructure for DSISeveral layers  building up the ICT infrastructure for DSI

Gateway

PHYSICAL LAYER

DATA LINK LAYER

TRANSPORT LAYER

APPLICATION LAYER

ENERGY SERVICE LAYER Advanced system service in new markets

Supported   by

Mutual understanding tools

Secured by

Data controlling protocol / energy flow procedure

encapsulating

Communication protocol

Ensuring working of 

Materials (ICT and Energy management)

+

+

+

+

+

= ICT INFRASTRUCTURE  SUPPORTING DEMAND SIDE INTEGRAT ION
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Blackhaul

Advanced Metering
Infrastructure

Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METERMARKET

Demand Side Service oriented Platform: Presentation  1Demand Side Service oriented Platform: Presentation  1

Gateway

Interoperability
Guidelines

Societal
Guidelines

Safety / Security
Guidelines

Objective :
To ensure interoperability 
on the global system

Issue
- Development European Market
- Industrial efficiency /Scale saving
- Facility for end-user
-Competitvity on worlwide market 

Objective:
-Protection of privacy and rights
- Support segmentation of end-
users and uses
- Support user centric approach
Issue
-Creation of societal added value 
- Rights of european citizen
- Societal integration
- Economical sucess

Objective
- Ensure Reliability, safety 
and security of the 
electrical system
Issue
-Security the european
electrical supply
- Development of 
electrical system and 
energy market at the 
european level
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Blackhaul

Advanced Metering
Infrastructure

Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METERMARKET

Demand Side Service oriented Platform: Presentation  1Demand Side Service oriented Platform: Presentation  1

Gateway

PHYSICAL LAYER : Materials for functionnalites

DATA/ ENERGY LINK LAYER : Communication and energy exchange between materials

TRANSPORT LAYER : Data control for reliability, saf ety, security

APPLICATION  LAYER: Syntactical and semantic for mu tual understanding

ENERGY SERVICE LAYER : Technical process (system se rvice) and business process 

Interoperability
Guidelines

Technical
Ecosystem
Guidelines

Regulatory
Guidelines

Safety / Security
GuidelinesSocietal

Guidelines
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Blackhaul

Advanced Metering
Infrastructure

Local Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METERMARKET

Demand Side Service oriented PlatformDemand Side Service oriented Platform

Gateway

PHYSICAL LAYER : implementation of energy and ICT m aterials

DATA LINK LAYER : Communication protocol

TRANSPORT LAYER : data controlling protocol

APPLICATION LAYER : Data model, ontologies and other  semantic wen technologies

ENERGY SERVICE LAYER : Energy service and market pr ocedure 

Interoperability
Guidelines

Technical
Ecosystem
Database

Regulatory
Evolution
Database

Safety / Security
Guidelines

Societal / Human approach
Guidelines
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How to implement materials
���� End-user devices 

���� Appliances and home management systems
���� Batteries management system
���� Distributed generators

���� Local area Network
���� Gateway : smart meter, eventually energy box

-Involve
- Commandability of devices: smart switches, smart ho me controllers, etc…
- Regulation of parameters : smart thermostat, speed  variators, active and reactive power control,…
- Communication interface of devices : connectors (R S232, RS449, RJ45, USB, ect…)

wireless interface (bluetooth, etc…)
- Local area network infrastructure : PLC, Wireless,  wired network (copper line or optical fiber)

- Smart meter: advanced metering functionnalities, co ntrol and monitoring functionnalites
combination with others gateways                        

Demand Side Service oriented Platform: Physical lay erDemand Side Service oriented Platform: Physical lay er

Distributed Energy
Ressources Communication interface

Smart switches, sensors, regulators

ICT LAN

Electrical LAN

Smart meter

Advanced
Distribution
Network

Energy
Market

ICT WAN

Minimal coherence with
-Distributed system infrastructure
(reconfiguration system, advanced
Voltage control)
- Energy market ; commercial VPP,…



PARIS   14-15/04/2011 164th GENERAL WORKSHOP

How to ensure transfert information between the syst ems and the multiple end-users 
���� Communication protocol
����for routing, relaying of information, information c ongestion treatment

Problematic : IP protocol on public communication n etwork
or specific protocol ( and routing technologies) on  dedicated communication network

Demand Side Service oriented Platform: network laye rDemand Side Service oriented Platform: network laye r

Distributed Energy
Ressources

Smart switches, sensors, regulators

ICT LAN

Electrical LAN

Smart meter

Communication

Energy

Energy
Market

ICT         WAN

C
om

m
un

ic
at

io
n

Advanced Distribution 
Network

Energy level : At DSO level
-Distributed Management Systel
- Advanced System operation 

Coherence

Comunication interface
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ICT level: How to ensure reliability of exchanged i nformation (during acess and transfert)
����for routing, relaying ofinformation, information co ngestion treatment

Demand Side Service oriented Platform: transport la yerDemand Side Service oriented Platform: transport la yer

Distributed Energy
Ressources

Smart switches, sensors, regulators

ICT LAN

Electrical LAN

Smart meter

Communication

Energy

Energy
Market

ICT         WAN

C
om

m
un

ic
at

io
n

Advanced Distribution 
Network

Energy level: How to ensure reliability of exchange d energy
���� Data 
����for routing, relaying of information, information c ongestion treatment

Comunication interface
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ICT level: How to ensurethe ultimate step:  service exchange
���� building of service system from distributed energy resources
���� builing financial exchange into the energy market 
���� treat interactions between energy services for the system (system service) and energy service for the 

end-user (minimization of comsumption)

Energy service level
-Common semantic and data model
- Common technical and business procedure

Demand Side Service oriented Platform: energy servi ce  layerDemand Side Service oriented Platform: energy servi ce  layer

Distributed Energy
Ressources

Gateway

Energy

Energy
Market

Advanced Distribution 
Network

End-user

ENERGY SERVICE EXCHANGE
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Blackhaul

Advanced Metering
Infrastructure

Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METER
MARKET

Demand Side Service oriented Platform : Interoperab ility GuideliDemand Side Service oriented Platform : Interoperab ility Guideli nene

Gateway

PHYSICAL

LINK

TRANSPORT

APPLICATION

ENERGY SERVICE

Interoperability
Guidelines

���� Transmission level (physical level)

���� Transmission level (protocol)

���� Syntactical and semantic level

���� Organizational level / technical and business proce dure level

���� Transmission level (protocol)
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BlackhaulBlackhaul

Advanced MeteringAdvanced Metering
InfrastructureInfrastructure

Area Area 
NetworkNetwork

��HANHAN
��BANBAN
��IANIAN

Smart appliancesSmart appliances

Smart BMS for EVSmart BMS for EV

Smart GeneratorsSmart Generators

NETWORKNETWORK

SMART DEVICESSMART DEVICESSMART METERSMART METER
MARKETMARKET

Demand Side Service oriented Platform: Societal Gui delinesDemand Side Service oriented Platform: Societal Gui delines

GatewayGateway

PHYSICALPHYSICAL

LINKLINK

TRANSPORTTRANSPORT

APPLICATIONAPPLICATION

ENERGY SERVICEENERGY SERVICE

SocietalSocietal
GuidelinesGuidelines

�������� Friendly use (easy to use, override, choice of way of life, etcFriendly use (easy to use, override, choice of way of life, etc ……))

��Protection of endProtection of end --users as citizen, consumers, appliance usersusers as citizen, consumers, appliance users
�� Segmentation of endSegmentation of end --users and usesusers and uses

�������� Contribution to pContribution to p rotection of privacy and to reliability rotection of privacy and to reliability 

�������� Contribution to pContribution to p rotection of privacy and to reliability rotection of privacy and to reliability 
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Blackhaul

Advanced Metering
Infrastructure

Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METER
MARKET

Demand Side Service oriented Platform: Safety / Sec urity guideliDemand Side Service oriented Platform: Safety / Sec urity guideli nesnes

Gateway

PHYSICAL

LINK

TRANSPORT

APPLICATION

ENERGY SERVICE

Safety / Security
Guidelines

���� Example: Redundancy on the system side

���� Example: Risk assessment strategies / Control  / Da ta coding

���� Example: cybertechnologies: access and data control 

���� Example: dedicated channel, VPN, secured protocol 
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Blackhaul

Advanced Metering
Infrastructure

Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METER
MARKET

Demand Side Service oriented Platform: Technical ec osystem databDemand Side Service oriented Platform: Technical ec osystem datab asease

Gateway

PHYSICAL

LINK

TRANSPORT

APPLICATION

ENERGY SERVICE

Technical
Ecosystem
Database

���� Technical ecosystem: smart actuor, sensor, regulato r, meter

���� Scope of avalaible system services

���� Functionnalities for communication
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Blackhaul

Advanced Metering
Infrastructure

Area 
Network

�HAN
�BAN
�IAN

Smart appliances

Smart BMS for EV

Smart Generators

NETWORK

SMART DEVICESSMART METER
MARKET

Demand Side Service oriented PlatformDemand Side Service oriented Platform

Gateway

PHYSICAL

LINK

TRANSPORT

APPLICATION

ENERGY SERVICE

���� Example: Minimal requirement for end-user protection

�Example: rules for data management
evolution required by service system (storage, …)

���� Example: Minimal requirement for system security and  privacy 

Regulatory
Evolution database

���� Example: Minimal requirement for system security and  privacy 
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Demand Side Service oriented Platform

Gateway

PHYSICAL

LINK

TRANSPORT

APPLICATION

ENERGY SERVICE

���� Example: Minimal requirement for end-user protection

�Example: rules for data management
evolution required by service system (storage, …)

���� Example: Minimal requirement for system security and  privacy 

Regulatory
Evolution database

���� Example: Minimal requirement for system security and  privacy 
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A analyse
-R1)To develop standardization and shared practises for interoperability

-R2) To develop solutions for reliability, safety an d security

-R3) To ensure the required technical ecosystem 

- R4) To follow end-user centric approach
���� privacy,segmentation of end-user and uses, etc…

R5 ) To prepare required evolution of  regulation 

SyntheseSynthese of Recommendation for WP4of Recommendation for WP4
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A suggested vision: The Demand Side Service Platform

- A “Platform” to build: Guidelines and Database
���� Mandate working group to build this platform

Coordination with mandated group (standardization o f smart grids)
���� Support R&D initiatives 

Initiative about systemique approach
Initative about Security of system and societal aspe cts

���� Support Demonstrators for experimentation at real a nd significant scale
Capitalize experiment (E-Energy, 
Go further to completely reach the DSSP vision

An ICT infrastructure to develop and to implement
���� Prepare incentive industrial policy
���� Prepare evolution of the regulation

All key actors are required

- ICT industry: represented by actors specifically ab le to support this system vision
- Expert : Academic and Research Center
- Key actors of the DSI: DSO, end-user representative s, 
- Other actors : BR, TSO, Regulators
-

SyntheseSynthese of Recommendation for WP4of Recommendation for WP4
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THANKS to SAPTHANKS to SAP

� To Maher Chebbo and Fritz Schwarzlaender
� To Françoise Bailly


